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GIO|I THIEU MON HOC

 Muc dich cia mon hoc
— Kién thirc co ban vé mang may tinh
— M6 hinh tham khao OSI
— M6 hinh TCP/IP

e Thoiluong: 5 bubi hoc



GIO| THIEU MON HOC

* NOi dung moén hoc
— Chuong 1: Tong quan vé mang may tinh
— Chuong 2: Cau truc cia mang

— Chuong 3: Phuong tién truyén dan va thiét b
mang

— Chuwong 4: Data link
— Chuong 5: TCP/IP

— Chuong 6: Khai niém co ban vé bao mat mang

— Bai tap



CHUONG 1:
TONG QUAN VE MANG MAY TiNH

Khai niém vé mang may tinh
Ung dung clla mang may tinh
Phan loai mang may tinh

Mo hinh OSI



Khai niém vé mang may tinh

* MOt tap hop cua cac may tinh doc lap duoc
két ndi bang moét cau tric nao do.

e Hai may tinh duoc goi la két ndi néu chuing
cé thé trao dbi thong tin.

« K&t ndi cé thé Ia day ddng, cadp quang, séng
ngan, séng hong ngoai, truyén vé tinh...



Ung dung cia mang may tinh
* Chia sé théng tin
* Chia sé phan c&*ng va phan mém
* Quan ly tap trung
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Phan loai mang may tinh

Cach phan loai mang mdy tinh duoc sir dung pho
bién nhat la dwa theo khoang cach dia ly cia mang:
Lan, Man, Wan.

Theo ky thuat chuyén mach ma mang ap dung:
mang chuyén mach kénh, mang chuyén mach théng
bdo, mang chuyén mach goi.

Theo cau trdc mang: hinh sao, hinh tron, tuyén
tinh...

Theo hé diéu hanh ma mang s& dung: Windows,
Unix, Novell...



LANs (Local Area Networks)

Co gidi han vé dia ly

Toc dob truyén dir liéu cao

Ty 18 16i khi truyén thap

Do mdt t6 chirc quan ly

St dung ky thuat Ethernet hodc Token Ring

Cac thiét bi thuwong dung trong mang |a Repeater,
Brigde, Hub, Switch, Router.
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LANS




MANSs (Metropolitan Area Networks)

e CO kich thwdc vungdia ly I&n hon LAN
* Do mdt td chirc quan ly
 Thuong dung cdp dong truc hodc cap quang
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WANSs (Wide Area Networks)

La sy két ndi nhiéu LAN

Khéng cé gidi han vé dia ly

Toc do truyén dir liéu thap

Do nhiéu t6 chirc quan ly

S dung cac ky thudt Modem, ISDN, DSL,
Frame Relay, ATM
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WANSs (Wide Area Networks)
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Mang khong day (Wireless Networking)

e Do td chirc IEEE xdy dung va dwoc td chirc Wi-fi
Alliance dwa vao si* dung trén toan thé gidi.

e C& cactiéu chuan: chuan 802.11a, chuan 802.11b,
chuan 802.11g (s& dung phd bién & thi trudng Viét
Nam), chuan 802.11n (mdi cd).

* Thiét bj cho mang khéng day gobm 2 loai: card mang
khong day va bo tiép séng/diém truy cap (Access
Point - AP).



Mang khéng day

Wireless LAM
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Internet

Mot hé thong
mang cua cac
may tinh duoc
két ndi v&i nhau
qua hé thong
vién thong trén
pham vi toan thé
gidi dé trao doi
thong tin.
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Mo hinh OS|
(Open Systems Interconnection)

Ly do hinh thanh: Sy gia tang 0Sl Model
manh mé vé so lwgng va kich :

thwdc mang dan dén hién tuong 7 Application

bat twong thich gitra cac mang. P —

Uu diém clia md hinh OSI: Layers
. A , 5 Session
— Giam do phuece tap
— Chuan hda cac giao tiép i transpor
— Pam bao lién két hoat déng 3 Network Gata Flow
— Don gian viéc day va hoc 5 Daia Link Layers

LRI

1 Physical
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MO hinh OSI

POU

!! ! Application
Fresantation
et | Ry
Upper ver data Session
TCP headar | Uppar Bver data Transport
 Pheader | Daha Metwark
LLG headar [ata FG3 Piatia Lk
MAC headar [ata FG3 S g e
011101 01004000040 Phrysical

Pdng goi dir li€u trén mang
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MO hinh OSI

Physical

| Host B |

Transport

Data Link

=
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MO hinh OSI
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MO hinh OSI

l? Application '
[E Presentation j

5 Session
4 Transport

[3 MNetwaork ]

B Pate | ink

Physical

Truyén dan nhi phan

e Day, dau nai, dién ap
e TOC do truyén dir lieu
 Phuong tién truyen
dan i

e Ché do truyén dan
(simplex, half-duplex,
full-duplex)
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l? Application l
[E Presentation j

5 Session
4 Transport

| 3 MNetwork I

MO hinh OSI

1  Physical

: [2 Data Link ~¢

Piéu khién lién két, truy
xuat duong truyén

e bong Frame

e Ghi dia chi vat ly

e Diéu khién ludng

e Ki€ém sodt 16i, thong béo
fo]
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7 Application

[ 6 Presentation j

5 Session

|E Data Link I

l 1  Physical l

MO hinh OSI

Pia chi mang va xac
dinh duong di tot nhat
e Tin cay

e Dia chi luan ly, topo
mang

e Dinh tuyén (tim duGng
di) cho gai tin

22




MO hinh OSI

l? Application l
[E Presentation j

5 Session host
" Van chuyen tin cay
e Thiet lap, duy tri, ket
|3 Network I AN 7 >
noi cac mach ao
[2_Datatink | e Phat hién 10i, phuc hoi
(1 Physical | thong tin va dieu khién

ludng

Két noi end-to-end
e Van chuyén gilra cac




_- Application |

MO hinh OSI

Truyén thong lién host
e Thiét Iap, quan ly va két

4 Transport

[3 MNetwaork ]

IE Data Link I
[1 Physical I

thuc cac phién gilra cac
Ung dung
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MO hinh OSI

7 Application |

. Trinh bay dir liéu
| 6 Presentation < ° Dmh dang ddr |IéU
e Cau truc dir lieu

4 Transport ¢ Mé héa
e Nén di liéu

[3 MNetwaork ]

l 2 Data Link I

1  Physical




7 Application

5 Session

4 Transport

[3 MNetwaork ]

2 Data Link

1  Physical

I

[ 6 Presentation J

MO hinh OSI

Cac qua trinh mang cua
i'ng dung

e Xac dinh giao dién giira
ngudi s’ dung va moi
truéng OSI

e Cung cap cac dich vu
mang cho cac U'ng dung
nhu email, truyén file...
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MO hinh OSI

 [7_Application | Nh{rng I8p nay chi ton tai
: 6 Presentation | trong may tinh nguodn va
5 Session | i méy tinh dich

]

: |4 Transport

.

"

3 MNetwork

2 Data Link

]l

1  Physical




_- Application |
lE Presentation l

5 Session

|3 Network l
: [2 Data Link I

(1 Physical |

\

=

MO hinh OSI

Nhirng IGp nay quan ly
thdng tin di chuyén
trong mang LAN hoac
WAN gilra may tinh
nguon va may tinh dich

TRl
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dir

lieu trén mang

7 Applcation | -

3 PresaLalion . & Presentation

5 Session [a] 5 Sessicn

4 Transaort > 4 Transport

3 Network Netvork ||([“Nstwork [ Hetvork |5 Netwark

2 Uata Link Lk Datalink | ||| Datatink ||f2 DataLink
Physiuzl ﬂ Pl ysicl Fhysical ﬂ 1 Phyzleal

1 Physical ‘1_

Data flow in a network focuses on |layers one, two and three of the
OS5I modsd. This is after baing transmittad Dy the sending host and
sefore arriving at the receiving host.
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CHUONG 2:
CAU TRUC MANG (TOPOLOGY)

* Phuwong thirc nGi mang

e Cau trucvat ly cia mang

e Giao thirc truy cdp dudng truyén trén
mang LAN

30



Phuong thirc ndi mang

 Point-to-point (diém —
diém): cac duong
truyén riéng biét duoc
thiét 1ap dé ndi cac cap
may tinh lai v&i nhau.

= D

mlt Hfme- medt Jifm
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Phuong thirc ndi mang

* Broadcast (mOt diém - nhiéu diém): tat ca
cac tram phan chia chung moét duwong
truyén vat ly.

-

=

=

rredd tcl Erre - nkidu 8 Fre
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Cau truc vat ly cta mang LAN

Physical Topologies
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Dang dwdng thang (Bus Topology)

= Uu diém
= Dé dang cai dat va md rong

Chi phi thap
MOt may hong khong anh huéng dén

Regular Bus

Khé quan tri va tim nguyén nhan 10i %
GiGi han chiéu dai cap va so lugng may
tinh

cac méy khac. %% D= ) %

= Han ché

Hl§u na\ng glam khl co may tlnh dUdC |=] Thisimage cannot currently be
them vao displayed.

MOt doan cap backbone bi dut sé anh
hudng dén toan mang
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Dang vong tron (Ring Topology)

Uu diém

— Sy phét trién cOa hé thong
khong tac dong dang ke
dén hiéu nang

— Tat ca cdc may tinh cé
qguyén truy cap nhu nhau

Han ché

— Chi phi thuc hién cao

— Phtrc tap

— Khi mot may c6 sy c6 thi
co thé anh hwong dén cac
may tinh khac

35



Dang hinh sao (Star Topology)

Uu diém

— Dé dangbd sung hayloai bd bét
may tinh

— Dé dangtheo dbiva giai quyét
su' cO

— C6 thé phu hop vdinhiéu loai
cap khacnhau

Han ché

— Khi hub khéng lamviéc, toan
mang cling sé khonglam viéc

— S dungnhiéu cap

Printer

36



Giao thirc truy cdp duong truyén trén
mang LAN

Hai loai giao thirc: ngau nhién va cé diéu
khién
— Ngau nhién

 Giao thirc chuyén mach

* Giao thirc duong day da truy cdp vdi cam nhanva
cham

— C6 diéu khién
e Giao thirc dungthé bai vong (Token Ring)

* Giao thirc dungthé bai cho dang duwdng thang (Token
Bus)

37



Giao thirc truy cdp duong truyén trén
mang LAN

* Giao thirc chuyén mach (yéu cau va chip nhan)

Khi may tinh yéu cau, nd sé dwoc tham nhép
vao duong cap néu mang khong ban, nguoc lai
s& bi tir chdi.
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Giao thirc truy cdp duong truyén trén
mang LAN

* Giao thirc duwong day da truy cap vdi cam nhan va
cham (Carrier Sense Multiple Access/with Collision
Detection)

Goi dit liéu chi duoc goi néu dudng truyén ranh, nguoc
lai moi tram phai doi theo mot trong 3 phuwong thirc:

— Ch& doi mot thei gian ngau nhién roi laibat dau kiém
tra dwong truyén

— Kiém tra dudng truyén lién tuc cho dén khi duong
truyén ranh

— Kiém tra duong truyén vdi xac suat p (0O<p<1)

39



Giao thirc truy cdp duong truyén trén
mang LAN

e Giao thirc dung theé bai vong (Token Ring)
— Thé baila mét don vi dit liéu ddc biét cé mét bit biéu
dién trang thai ban hoacranh.
— Thé bai chay vong quanh trong mang.
— Tram nao nhén duwogc thé bai ranh thi cé thé truyén dir
lieu.
* Giao thirc dung thé bai cho dang dudng thang
(Token bus)
Tao ra mot vong logic (vong ao) va thuc hién gidng
Token Ring.

40



CHUONG 3:
PHUO'NG TIEN TRUYEN DAN
VA CAC THIET B LIEN KET MANG

e M&i tredng truyén dan
* Phuong tién truyén dan
e Cac thiét bilién két mang

41



MOoi trwdng truyén dan

e La phuwongtién vat ly cho phép truyén tai tin hiéu
gitra cac thiét bij.

* Hai loai phuong tién truyén dan chinh:
— H{rtu tuyén

— V0 tuyén y
* Héthéngslrdung ¥:
hai loai tin hiéu: _ﬂ’
~ Digital Te e o 0 L=
— Analog ) | o =&
T [ | oses
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Cac dac tinh cla phuong tién truyén
dan
Chi phi
Yéu cau cai dat
Bang thong (bandwidth).
Bang tan (baseband, broadband)
Po6 suy dan (attenuation).
Nhiéu dién tir (Electronmagnetic Interference - EMI)
Nhiéu xuyén kénh (crosstalk)

43



Phuwong tién truyén dan

Cap doéng truc
Cap xoan doi

Cap quang
Wireless

44



Cap dong truc (coaxial)

Cautao
Phan loai

Thinnet/Thicknet

Baseband/
Broadband

Théng so ky thuat

Chiéu dai cap
Toc d6 truyén
Nhiéu

Lap dat/bao tri
Giathanh

K&t noi

o™ ' S
(=T sy

Outer inewlaticn

ﬁ i: L —ii

Kesh =hialding

l:um;Iu ctor
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Cap xoan doi
Unshielded Twisted Pair (UTP) Cable

Cuter Twistec Pair

Color-Coded
-  Plgsiic
Ingdlatian

+ Epend and througheut: 10 - 100 - 1000 Mbps (desandicg on the qualitpleategory of cabls)
< Awverane Booer node Least | ¥ hensive

+ hedia ang cornecicn size: Smel

+ ha=imum cakle lemgth. 100m
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Cap xoan doi

Shielded Twisted Pair (STP) Cable

Cudor Crecrall Palr Twistcd Pair
Jackel Shield Shields l‘
Color-Coded
= PFlastic
Ireulaton

+ Bpeed and lreughpuls 10 - 100 Mbps

« Average & pornede. Moderately Exponsive
+ Media and consector siFe: MedinT in | 2rge
= Mazimwirn cable lzngth: 100m
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Chuan cap 568A & 568B
]

1 White-Green
2 Green
3 White-Orange
4 Blue
/5 White_-Blue
b
Fi
o

Oranyge
White -Brovwn
Brown

White-Orange
Orange
White-Green
Blue
White-Blue
Green
White-Brown
Brown

5688 CABLE END

Gigi thiéu
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Phuong thirc bam Cap

PC  STRAIGHT-THRU HUB PC  CROSSOVER  PC
e C———— 1R Tl C—=

] — 1 A ¥
R+ 3 0 —_ 13 T+ R+ 39 Y

4 I 4 - 4
51 — 5 51 1 §
RX- § O G TX- RX- 6 6 R%

T—— T —— 17
§ I § § —— §

Gigi thiéu
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Cap quang (Fiber optic)

Thanh phan & ciutao

— Daydan

— Ngudn sang (LED, Laser)

— Pau phat hién (Photodiode, photo transistor)
Phan loai

— Multimode stepped index

— Multimode graded index

— Single mode (mono mode)
Thoéng s6 ky thuat

— Chiéu dai cap

— T6cd6 truyén

— Nhiéu

— L3pdit/bao tn

— Gid thanh

— KE&t noi

LSp dém

50



Cap quang (Fiber optic)

Single-mode

Requires very s.traigi:ul pélh

Polymeric Coating
Glass Core = 5-8 microns

Glass Cladding 125
microns dia.

. Multimode y
IXAX

r

Multiple paths-sloppy

Coating
Glass Core 50 or 62.5
microns

Glass Cladding 125
micrans dia.
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Thong so co ban cla cac loai cap

Cap | Chienddi | Tocdftryen | Lapdit | Nhien | Gidthanh
cap to1 da
TP 100 m 10-100 Mbps D Lao Thap nhit
STP 100 16-500 Mbps Ehidé | Thip | Viaphdi
Thinet 185 m 10 Moyps D¢ Thp Thip
Thicknet 00 m 10 Mbps Ehe Thip a0
Fiber optics | 2000 m 2 (bps Ehé Ehéng Dt




e Wireless?
e Cac ky thuat

Radio

Microwave
Infrared
Lightwave

Wireless

fiHz] 108 108 10+ 105 8 oM o M 401 g qel8 g qp

Radic  Vorcwave | nfrarec | LY Aoy Garma Rev
: My __;"' '“'q.x
Wik g ]
.ll. 1\'.
% | 3hi £
. -“'H_H
b
T ll HH'\.

A 1T (T VAN I 1 S (/T (LU TS R I L (R
i T % v,
Tz pair Stz te Fibe”

P - -
Coax Temestal Ll
” ot i el
8 Yy T E[CE Ve

lant me radic racic

w1l == b
-

A
I I I I I I

Bard L= MF HF W4F JH= SHF EFT THF
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Radio

Pac diém * I

— Tansod
— Thiétbj: antenna, $

transceiver S —

Phan loai

— Single-Frequency AT

* Low power
* High power
— Spread-Spectrum

* Direct-sequence modulation
* Frequency-hopping 1

1ot ilr Prranlbd

110 UL 51 BEE
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Microwave (séng cuc ngan)

 Pac diém
 Phan loai

— Terrestrial
Microwave

— Satellite
Microwave

* Théngso

Lerrestnal Microware Satelite Mirrowrave
Tics) L6 2025 Gz -4t
Zhedtg xact 7 da | Dbyt chogendt va B i gk Toduci

Tt o cac k)
Te-ditmn | 1- 0 Mg 1-°1 M
Spditaer | Ebits b
it Dhotusts bbb thict®t . Photod tdthe, thor bt
- EDi za0 B2 oo
Jani Toip ‘hrrg o 11 10f) T itwng G 1id 10




Infrared (S6ng hong ngoai)

e Pac diém
 Phan loai

— Point-to-point
Infrared

— Broadcast
Infrared

e Thong so

Pount-to- poizt Infrared Eroadeast Mirrorave

Ths: 160100 T o0 Oz« 100 TFz

Ehware s da | 3 ik Va oz

TizdbtrwEn | 100Zkg- 16 Mepe Fho 3o 1Rk

Lipdit ot | Vhapai [

Fhy Tagehfudn st Cagete i bk
ik g

& T Hith Ehieg oz

Ba: i Yol reofbadide T

g e




Lightwave

Laser sean
misze&:r fhe datactal
3'|mtaj|e:er:t:r Regon of #:’
fLibulet s2airg } _ESer
|_(] 148 /”r _r____d_r_,_-__a-e—’-*-"“""""“I:"f/
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Cac thiét bj lién két mang

Card mang (Network Interface Card - NIC)
Modem

Repeater (BO chuyén tiép)

Hub (B0 tap trung)

Bridge (Cau noi)

Switch (B6 chuyén mach)

Router (BO dinh tuyén)

Gateway (Cong ndi)
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Biéu dién cla cac thiét bj mang trong
so d6é mang

Network Devices

Repeater Bridge

10BASE-T Hub Workgroup Switch

100BASE-T Hub Router

-
-

Hub Metwork Cloud

(2
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Card mang

e K&t ndi gitra may tinh va cdp mang dé phat hoac
nhan dir liéu voi cac may tinh khac thong qua
mang.

e Kiém soat lubng dit liéu gitra may tinh va hé théng
cap.

« MOi NIC (Network Interface Adapter Card) cé mot
ma duy nhat goi la dia chi MAC (Media Access
Control). MAC address cé 6 byte, 3 byte dau la ma
s6 nha san xuat, 3 byte sau la s6 serial cua card.



Catl

AA A A

Organizational Unigue Vendor Assigned
Identifier (OUI) (NIG Cards, Interfaces)
24 bits e g 24 hits -
6 hex digits | 3=|==| & hexdigis |-
00G0D2F |>»|==| 3AOFBC |
Cisca = |- (particular device| =

—gpnal—

Intesnal network intorface card

PCMOIA Network inledace card
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Modem

* L3 tén viét tat cla hai tir diéu ché
(MOdulation) va giai diéu ché (DEModulation).

* Piéu ché tin hiéu so (Digital) sang tin hiéu
twong ty (Analog) dé g&i theo dudng dién
thoai va nguoc lai.

* Co 2 loaila Internal va External.



Computer

Phome Lire Wall Jack
o

Fhone Line
Splitter

Eherre] Cakle
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Repeater (bd chuyén tiép)

Khuéch dai, phuc héi cac tin hiéu da bj suy thoai
do ton that nang lvong trong khi truyén.

-----

han cia mdt moi truong truyeén.

Chi dugc dung ndi hai mang cd cung giao thirc
truyén thong.

Hoat dong o |&p Physical.
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Repeater (b chuyén tiép)

2298393
'TTTTT)
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Hub (b6 tap trung)

Chirc nang nhu Repeater nhuwng mao rong hon voi
nhiéu dau cam cac dau cap mang.

Tao ra diém ké&t ndi tap trung dé ndi mang theo kiéu
hinh sao.

Tin hiéu dwoc phan phoi dén tat ca cac két noi.

Co 3 loai Hub: thu dong, chu déng, thong minh.



Hub (b6 tap trung)

— Hub thu dong (Passive Hub): chi dam bao chirc ndng
két noi, khong x&r ly lai tin hiéu.

— Hub chi dong (Active Hub): c6 kha ndng khuéch dai tin
hiéu dé chong suy hao.

— Hub thong minh (Intelllgent Hub): la Hub chu dong
nhung co them kha nang tao ra cac g0| tin thongbao
hoat déng cdia minh gitip cho viéc quan tri mang dé
dang hon.
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Hub (b0 tap trung)

One device sending

al a time Each node shares 10 Mbps
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Bridge (cau noi)

Dung dé ndi 2 mang cd giao thirc gidng hodc khac
nhau.

Chia mang thanh nhiéu phan doan nham gidm luu
lvong trén mang.

Hoat dong & |&p Data Link v&i 2 chirc nang chinh
la loc va chuyén van.

Dua trén bang dia chi MAC luu trit, Brigde kiém
tra cac goi tin va x& ly ching trudce khi cé quyét
dinh chuyén di hay khéng.



Bridge (cau noi)

segment 1 Segment 2
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Switch (bd chuyén mach)

La thiét bj giong Bridge va Hub cong lai
nhwng théng minh hon.

C6 kha nang chi chuyén dit liéu dén dung
két ndi thuc sy can dit liéu nay lam giam
dung do trén mang.

Dung dé phan doan mang trong cac mang
cuc bo lon (VLAN).

Hoat dong o |&p Data Link.



Switch (bd chuyén mach)
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Switch (bd chuyén mach)

7
i

i é\h

Muitiple devices sending Each node has 10/100 Mbps
at the same time
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Router (B6 dinh tuyén

Dung dé ghép ndi cac mang cuc bd lai vdi nhau
thanh mang rong.
Lia chon duong di tot nhat cho cac goi tin hudng
ra mang bén ngoai.
Hoat dong chd yéu & I&p Network.
Co 2 phuong thirc dinh tuyén chinh:
— Pinh tuyén tinh: cdu hinh cac du’c‘ynglcé' dinh va cai dat
cac duong di nay vao bang dinh tuyén.
— DPinh tuyén dong:
* Vecto khoangcach: RIP, IGRP, EIGRP, BGP
* Trangthai duwonglién két: OSPF



Router (B6 dinh tuyén

FﬁtEﬂ'-armaJ Console Auxiliary Fower Power Cord
Porls Porl Part Swilch Connaclion
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Gateway (Proxy - cong noi)

Thuwong dung dé két ndi cdc mang
khong thuan nhat, chd yéu la
mang LAN v&i mang |&dn bén ngoai
ch& khéng dung két ndi LAN —
LAN.

Kiém sodt ludng dit liéu ra vao
mang.

Hoat dong phuc tap va cham hon
Router.

Hoat dong tur tang thir 427
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CHUONG 4: DATA LINK

« Diéu khién luéng (dong)
* Phat hién 16i

. X ly 15i



Piéu khién ludng

* La k¥ thuat nham dam bao rang bén phat
khong lam tran dit lieu bén nhan
* Hai phuong phap dwoc st dung:
— Phuong phap dirng va cho (Stop and Wait)
* Don gian nhat,
« Kém hiéu qua, chi cd mot khungtin duwoc truyén tai mot
thoi diém
— Phuwong phép clra so trwot —(Sliding Window Flow
Control)
* Hiéu qua

e Chophéptruyén nhiéu khungtin cuing mét lictrén kénh
truyén



Phuong phap dwng va cho

* Truyén mot goéi tin va cho bdo nhan
— Bén phattruyén mot khungtin
— Sau khi nhan dwoc khungtin, bén nhan gt lai xdc nhan
— Bén phatphai doi dén khi nhan duoc xac nhan thi mai
truyén khung tin ti€p theo
 Khong hiéu qua
— Bén nhan cd thé dirng quad trinh truyén bang cach khong
guti khung tin xdc nhan
— Tai mot thoi diém chi cd mot khungtin trén duwong
truyén = cham
— Truong hop do rong cia kénh truyén lédn hon do réng
cua khung tin thi n6 to ra cuc ky kém hiéu qua.
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Phuong phap clra so truot

Cho phép nhiéu khung tin duoc truyén tai mot thoi
diém ->Truyén théng hiéu qua hon.

A va B duogc két noi truc tiép song cong (full-duplex).
B cé bd dém cho n khung tin -> B ¢ thé chdp nhann
khung tin, A c6 thé truyén n khung tin ma khéng can
doi xac nhan tw bén B

Moi khung tin dwgc gan nhan b&i mot sé th tu.

B xac nhan khung tin d3 duoc nhan bang cach giri xac
nhan cung v&i so thir ty cha khungtin ti€p theo ma né
mong mudn nhan
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Phuong phap clra sé truot

® A duy tri danh sach cac so th tuv duoc

phép gui

® B duy tri danh sach sé th& tu chuén bi
nhan
- Goi la clra so cla cac khungtin

- Diéu khién dong clra s6 truot
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Phuong phap clra so truot

* Db vai dwong truyén 2 chiéu thi moi bén phai
str dung hai clra so:
— MOt cho phat va mot cho nhan
— MOoi bén déu phai gt dit liéu va glri xac nhan tdi bén
kia
* SO th& tv duoc lwu trir trong khung tin

— Bi gidi han, truong k bit thi s6 th tu duwgc ddnh so
theo Modulecua 2k

— Kich thudc cla ctra s6 khdng nhatthiét phaildy 13
maximum ( vi du trwdng 3 bit, co thé 1dy d6 dai cira
sO la 4)
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Phat hién 10i

* Ly do mdt hay nhiéu bit thay d6i trong
khung tin dwoc truyén:
— Tin hiéu trén duong truyén bi suy yéu
— TOc do truyén
— Mat dong bd

e Viéc phat hién ra 16i dé khac phuc, yéu
cau phat lai Ia can thiét va v cung quan
trong trong truyén dir liéu.



Phat hién 16i: Parity Check

La k{ thuat don gian nhat.

Puwa mot bit kiém tra tinh chan 1é vao sau khoi
tin.

Gia tri cua bithz‘ay duoc xac dinh dua trén sd
cac s6 1 la chan (even parity), hodc sb cac so 1
la lé (odd parity).

L6i s& khéng bi phat hién néu trong khung tin
cd 2 hodac mot sé chan cdc bit bi dao.

Khong hiéu qua khi xung nhiéu dd manh.



Kiém tra Parity

Bit Parity don:

phat hién cac 16i bit

+— d data bits — E‘ﬁ”’f}'

| D111D{]ﬂ11{]1ﬂ10‘|1‘ 0 I

Bit Parity 2 chiéu:

phat hién & sira cac 16i bit

dq 4
ds 4

ron

d1|j
da |

parity
dq, j+1
d2 41

d 4

l ddj 1
column !
aEriby di 11

l1olo1d
11110C
i el o 0
Qulolo
o errars

Lép Link & cac mang LAN

diiq

LPl10Ol]

110

031110

!

1
o
.

disq j+1

. rarity
Errar

Q101

arity
Error

(

correctable
single bit error
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Phat hién 16i: Cyclic redundancy
Check (CRC)

MO ta:

e Khoidit liéu k bit

e M3u n+1 bit (n<k)

e Tao ra d3y n bit goi la d3y kiém tra khung tin-
FCS, Frame Check Sequence

e Tao ra mot khung tin k+n bit

e Bén nhan khi nhan duoc khung tin sé chia
cho mau, néu két qua la chia hét, viéc truyén
khung tin nay la khéng c6 16i
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Phat hién 16i:
CRC duwdi dang module cua 2

M: Khai tin k bit
F: FCS n bit, n bitcudicta T
T: khung tin k+n bit

P: Mau n+1 bit, day Ia mot s6 chia dwgc chon
truoc.

Muc tiéu: xdc dinh F dé T chia hét cho P
T= 2'M+F
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Phat hién 10i: Cac budc tao va
kiém tra CRC

Cac budc tao CRC
—  Dich trdi M di n bit
— ChiakétquachoP
—  So6dutimduoclaF
Cac budc kiém tra CRC
—  Lay khung nhan duoc (n+k) bit
— ChiachoP

—  Kiém tra s6 du, néu sé du khac 0, khung bj 16i, nguwoc
lai la khong [6i
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Phat hién 10i:
CRC- Dang da thure nhi phan

Cach th&r 2 dé biéu thi CRC Ia biéu dién cac gia tri
nhw [ mot da thirc vdi cac hé sé la so nhi phén,
day |a cac bit cda sé nhi phan. Goi T(X), M(X),
Q(X), P(X), R(X) la cac da thirc twong &ng vdi cac
s6 nhiphdnT, M, Q, P, R da trinh bay & trén, khi
dd CRC duoc biéu thi:

X"M(X) R(X )
Py - LX) B

T(X) = X"M(X) + R(X)
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CRC- Dang da thirc nhi phan

Mét s da thire P(X) tiéu biéu:
CRC-12: X124+ X1+ X3+ X2+ X+1
CRC-CCITT: X16+X12+X5+1

CRC-16:; X16+X15+X2+1

CRC32 X32+X26+X23+X22+X1 6+X1 2+X11 +X10+X8+X7+X5+X4+X2+X+ 1

Vi du:

Tao CRC:

1. Cho tin M=1010001101 (10 bit)

Mau P:110101 (6 bit)

FCS R: duwoc tinh theo phuongphap CRC ve
c6 do daila 5 bit

2. Nhan M vdi 2° ta duoc:

M2°=101000110100000

3. Chia két qua cho P:

4.S56 dula: 01110, dwoc dwa vao sau tin M

Ta cé tin T, duwoc truyén di la:
101000110101110

1101010110Q

p—+110101 [101000110100000—2"M
110101
111011
110101

111010
110101

111110
110101

101100
110101

110010
110101

01110+R
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CRC- Dang da thuc nhi phan

° K|ém tra CRC: 1101010110+0
o P-»110101 [f010001 10101110+
e @Gia su bén thu nhan 110101
duwoc T, khi d6 dé kiém 111011
\ / A V4 R IIUIDI
tra la phép truyén co |6i S
khéng tachia T cho P, sO 110101
du [a 00000, vay ta két 111110
ludn phép truyén tin M, %u
khong co 16i. 110101
110101
110101

00000+-R
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X ly 10i

e L6i: Mat khung, hong khung
 Kiém soat |6i:
— Phét hién I0i
— Bdo nhan: khung tin tot
— Truyén lai khi hét thoi gian dinh trudc
— B4o nhan: khung tin 16i va truyén lai



X ly 16i: ARQ dirng va cho

e Trén co s& ki thuat diéu khién lubng durng-
va-cho
* Kiém soat loi:

— Khung tin t&i bén nhan bj hong: Truyén lai, s&
dung dong ho dém gio time-out

— Bao nhan bi hong: Time-out, bén phat gui lai,
str dung label 0/1 va ACKO/ACK1 phat hién I6i
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X ly 16i: ARQ dirng va cho

Timeour
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~S

X{ Iy 18i: ARQ Quay-lui-N

e Trén co s& ki thuat diéu khién lubng bang Cira s6
truot
* Kiém soat Ioi:

— Khung hong:
* Khungi-1thanh cong,ildi, bén nhan gl SREJ i, bén phat g lai
* Khungimat, i+1 duocnhan khéng dangtrinh tw, REJ i, bén gli
phatlaiiva cac khungsau do
* Chikhungiduwgc truyén vabimat, bén nhan khdongbiét i d3
dwoc truyén di, bén phat glri time-out va glri RR v&i P=1, khi
bén phat nhan dwgcRR tw bén nhan nd sé phatlaii
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X ly 16i: ARQ Quay-lui-N

— RR hong:

* Bnhankhungiva glri RR(i+1), RR(i+1) mat, A c6 thé
nhan RR(>i+1) trwdc khi RR(i+1) time-out, va cé nghia
la khung i da thanh cong.

« RR(i+1) time-out, A c6 gang glti RR v@&i P-bit cho dén
khi nhan duoc RR tir B mot s6 1an nhat dinh, néu van
khong nhan duwoc thi Khoi dong lai giao thirc

— Reject hong:

* Atime-out, A glti RR v&i P=1 cho dén khi nhan duoc

RRi tir B thi A sé gtri lai khung i
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X i 16i: ARQ Quay-lui-N

S, B T
rgc truySm

LT

r-rl'l-m._- ia o

g = - .F- b B

150

L By kG
| bl B
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X ly 10i: ARQ Chon-Huy
(Selective-Reject)

Chi truyén lai nhirng khung c6 bdo nhan 13
16i (SREJ)

Phai duy tri du b6 dém do l1on

Pam bdo tinh logic phirc tap dé glri va nhan

cac khung theo dung trinh tu.

ARQ Chon-Huay phai giai quyét duoc sy
chéng chéo gitra clra s6 giri va nhan.
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X ly 16i: ARQ Chon-Huly
(Selective-Reject)

Tram A gti cac khungtir O dén 6 tdi tram B.

Tram B nhan tat ca 7 khung va bdo nhan tich Ily voi
RR 7

Vili do nao d6 vi du nhu nhiéulam RR 7 bj mat trén
duong truyén.

Pong ho & A hét han va A truyén lai khung 0.

B d3 diéu chinh trudc clra s6 nhan dé cé thé nhan
cackhung?,0,1, 2,3,4va5. Do do ma khung7
dugc coi la bi mat va khung nhan dugc nay la khung
s6 0 mai, va dwoc chap nhan boi B.
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CHUONG 5: TCP/IP

Khai niém vé TCP vaIP

M6 hinh tham chiéu TCP/IP

So sanh OSI va TCP/IP

Cac giao thirc trong mo hinh TCP/IP
Chuyén doi gilra cac hé théng s6

Dia chi IP va cac |&p dia chi

NAT

Mang con va ky thuat chia mang con
Bai tap



Khai niém vé TCP va IP

 TCP (Transmission Control Protocol) la giao

thirc thudc tang van chuyén va la mét giao

thirc cé két ndi (connected-oriented).

* |P (Internet Protocol) la giao thirc thudc tang
mang ctia mo hinh OSI va la mot giao thirc
khong két noi (connectionless).




Mo hinh tham chiéu TCP/IP

TCP/IP Model

Apglication

Trensport

Profocols

Internet

Network
Access

i

Netwcrks

0S| Model

i Application

Apglication
Layers

6 Fresentation

4 Transport

3  Network Data Flow

2 Datalink B

1 Fhysical
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Kiém soat cac
giao thuc I6p
cao, cac chu
dé vé trinh _
bay, biéu dién
thong tin, ma
hoa va diéu
khién hoi
thoai. Pac ta
cho cac Ung
dung phd
bién.

Lop &ng dung

Applizatinn

Transport

Intemet

Setwork
Arnnan

File Trarisfer
« TETES
<FTF*
=
E-mail
+ SMWTF
Foanr-oa Lagin
i Tanmat*
Wtk 8oz ypemen|
A BHAE e

Mo
+ D

tmtiit
o

# L=od by he rodior
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L&p van chuyén

Cung Ung dich
vu van chuyén
tu host ngu‘c“)n Application
dén host dich.

A ~ Transmission Gontrol Protocol (TCP)
Thiet lap mot s Connection-Oriented

" P S Transport

Ccau Nol |L|an |y . - User Datagram Protocel (UDP)
glcra Ca,C déu Internet | Conneclionless

Cuol Cuam K ataark

mang, giua Access

host truyén va
host nhan.
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Muc dich cua
I6p Internet la
chon dudng di
tot nhat xuyén
qua mang cho
cac goi dir lieu
di chuyén tdi
dich. Giao thuc
chinh cua I6p
nay la Internet
Protocol (IP).

Lop Internet

Application

Transport

internet

MNetwork
Access

Internet Protocal (IP)

Internet Control Message Protocal (ICMP)
Address Resolution Protocal (ARP)

Reverse Address Resolution Protocal (RARP)
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Lo'p truy nhap mang

Pinh ra cac thu
tuc dé giao tiép
v@i phan cing
mang va truy
nhap moi
tru'eng truyeén.
Co nhiéu giao
thic hoat dong
tai I0p nay

Application

Transport I

Internet

]

M etwork
ACCess

s Ethernet

« Fasl Ethemel

a SLIP & PPP

« FDDI

+ ATM, Frame Relay & SMDS
« ARP

= Proxy ARP

= RARP
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So sdnh mo hinh OSI va TCP/IP

Giong nhau

— Péu phanlép chire
nang

— Péu co lépvan

chuyénva |&p mang.

— Chuyén géila hién
nhién.

— Péu c6 mdiquan hé
trén dudi, ngang
hang.

= Khac nhau
= TCP/IP goOp I8p trinh bay

va IGp phién vao I6p Ung
dung.

TCP/IP gop I6p vat ly va
IGp lién két diT li€éu vao
I6p truy nhap mang.
TCP/IP don gian vi co it
I6p han.

OSI khong co khai niém
chuyén phat thiéu tin cdy
G I6p 4 nhu UDP cua
TCP/IP
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Cac giao thirc trong mo hinh TCP/IP

Dol Model
7

Prucess/ i v = e
Apalication TFTP =MTF NFS % Window
Kast-to-Host TCP LoP

IGMP ARF RARP
Intarmes
IF
Nelwork Fast Toksn
Athas Etherme Ethamist Ring Fb!
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L&p &ng dung

FTP (File Transfer Protocol): la dich vu c6 tao cau ndi, str
dung TCP dé truyén cdc tap tin gitta cadc hé thdng.

TFTP (Trivial File Transfer Protocol): la dich vu khéng tao
cau noi, s&t dung UDP. Bugc dung trén router dé truyén
cac file cAu hinh va hé diéu hanh.

NFS (Network File System): cho phép truy xuat file dén
cac thiét bj lvu trir & xa nhu mot dia cirng qua mang.

SMTP (Simple Mail Transfer Protocol): quan ly hoat dong
truyén e-mail qua mang may tinh.



L&p Ung dung

* Telnet (Terminal emulation): cung cap kha nang truy
nhap tw xa vao may tinh khac. Telnet client |la host
cuc bg, telnet server la host ¢ xa.

 SNMP (Simple Network Management): cung cap mot
phuong phap dé gidm sat va diéu khién cac thiét bi
mang.

* DNS (Domain Name System): thong dich tén cua cac
mién (Domain) va cac node mang duoc cong khai
sang cac dia chi IP.



Cac cong phod bién dung cho cac giao thirc |6p
Ung dung

Application
Layer
Transport: W — Ns g Y MiirnEsis

Layer TCP UL'FP
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L&p van chuyén

e TCP va UDP (User Datagram Protocol):
— Phan doan dit liéu &'ng dung |&p trén.
— Truyén cac segment tir mot thiét bj ddu cudi nay dén thiét
bi dau cudi khac
* Riéng TCP con co thém cac chirc nang:
— Thiét1ap cac hoat ddng end-to-end.
— Culra sb truot cung cap diéu khién ludng.

— Chisé tuan tu va bdo nhan cung cap do tin cdy cho hoat
dong.



Khudn dang goi tin TCP

Bit 15 Bit 16 Bit 31
Source Port (16) Destination Port (16)
Sequence Number (32) T
Acknowlegement Number (32) 20
Header Length (4) Reserved (6) Code Bits (8) Window (16) Bytes
Checksum (16) Urgent (16)
Options (0 or 32 if any) ¢
Data (varies)
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Khuon dang goi tin UDP

Bit 0 Bit 15 Bit 16 Bit 31
Source Port (16) Destination Port (16)
Length (16) Checksum (16)

| Data (if any) |

8 Bytes

\
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Lop Internet

IP: khong quan tam dén ndi dung cua cac géi nhung
tim kiém dwong dan cho goi téi dich.

ICMP (Internet Control Message Protocol): dem dén
kha nang diéu khién va chuyén thong diép.

ARP (Address Resolution Protocol): xac dinh dia chi
|&p lién két sb lieu (MAC address) khi da biét truwdc
dia chi IP.

RARP (Reverse Address Resolution Protocol): xac
dinh cac dia chi IP khi biét trudc dia chi MAC.



Khudn dang goi tin IP

VER [HL Typ © of Total lenght
Services
. . Fragment
Identification Flags offset
Time to live Protocol Header checksum

Source address

Destination address

Options + Padding

Data




ARP

HostA
ARP Request - Broadcast to all hosts
_ »What is the hardware address for IP address 128.0.10.4?*
| T 4 ] |
X I

i
A
| —
—

ARP Reply

Host B
IP Address: 128.0.10.4
HW Address: 080020021545
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RARP

| hward that broadeast,
Your IP addres=
s 192166103

A

5 | Eiemet 45297085 TR 1P = 7] | ——

Etharmat: 4523 7905, 77.34
IP: 162168103 g
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Lo'p truy nhap mang

* Ethernet
— La giao thirc truy cdp LAN ph6 bién nhat.

— Puoc hinh thanh bdi dinh nghia chuan 802.3
cua IEEE (Institute of Electrical and Electronics
Engineers).

— T6c do6 truyén 10Mbps
* Fast Ethernet
* Gigabit Ethernet



Chuyén doi gitra cac hé thong s6

Hé 2 (nhi phan): gdm 2 ky s6 0, 1
Hé 8 (bat phan): gdbm 8ky s6 0, 1, ..., 7
Hé 10 (thap phan): gdm 10ky s6 0, 1, ..., 9

Hé 16 (thap luc phan): gdm cacky s6 0, 1, ...,
vacacchircaiA,B,C, D, E, F
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Chuyén doi gitra hé nhi phan sang hé thap
phan

Place Value
728 84 32 18 8 4 2 1
Basatsonent 2 =128 27 =8
2 - 2% = 4
2° =32 2" =2
2 = 16 2% = 1
Mumber of Symbols 2
Symbals 0, 1
Rationale Two-state (discrete binary) voltage systems made from transistors
can be diverse, powerful, inexpensive, tiny and relatively immune
o noise. »




Chuyén doi gitta hé thap phan sang hé nhij
phan

Poi so 201,, sang nhi phan:

201 / 2 100 duw 1
100 / 2 = 50 dw 0
50 / 2 = 25 duv 0
25 [ 2 = 12 dv 1
12 | 2 = 6 dw 0
6 /| 2 = 3 dw 0
3/ 2 = 1 dw 1
1 |/ 2 = 0 dwvw 1

Khi thwong s6 bang 0, ghi cac s6 dw theo thr tw
ngwoc vai luc xuat hién, két qua: 201,,=

11001001,



Chuyén doi gitta hé nhi phan sang hé bat phén
va thap luc phan

* Nhiphan sang bat phan:

— Gom nhdm so nhj phan thanh twng nhém 3
chit sé tinh tir phai sang trai. Moi nhom twong
rng v&i mot chir s6 & hé bat phan.

* Nhiphan sang thap luc phan:

— Twong ty nhu nhi phan sang bat phan nhung

moi nhédm cé 4 chit so.
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Cac phép toan lam viéc trén bit

A B A and B

©C O = =
o= O =
O OO =
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Pia chi IP va cac lop dia chi

* Dia chiIP la dia chi cé cau truc véi mot con
s6 c6 kich thudc 32 bit, chia thanh 4 phan
moi phan 8 bit goi la octet hodc byte.

e Vidu:

—172.16.30.56

— 10101100 00010000 00011110 00111000.
— AC 10 1E 38



Pia chi IP va cac |1&p dia chi

Dia chi host |3 dla chi IP c6 thé dung dé dat cho
cac interface cla céc host. Hai host nam cung mot
mang sé co network_id gibng nhau va host_id
khac nhau.

Khi cap phat cac dia chi host thi lwu y khong duoc
cho tat ca cac bit trong phan host_id bang 0 hoac
tat ca bang 1.

Dia chi mang (network apldress): la dja chi IP dung
dé dat cho cac mang. Phan host_id cua dia chi chi
chira cac bit 0. Vidu: 172.29.0.0

Dia chi Broadcast: la dia chi IP duoc dung dé dai

dién cho tat ca cac host trong mang. Phan host_id
chi chra cac bit 1. Vidu: 172.29.255.255.
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Caclép diachiIP

Khong gian dia chi IP duwoc chia
thanh 5 10p (class) A, B, C, D va E.
Cac lop A, Bva C duoc trién khai
dé dat cho cac host trén mang
Internet, |[dp D dung cho cac nhom
multicast, con I&p E phuc vu cho
muc dich nghién ctru.



Danh 1 byte cho phan network_id va 3 byte

Lop A (Class A)

cho phan host_id.

Class A

Class A:

0

NETWORK#

HOST#
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Lop A (Class A)

e Bit dau tién cua byte dau tién
phai la bit 0. Dang nhi phan cua
octet nay la OXXXXxXXx

* Nhing dia chi IP c6 byte dau tién
nam trong khoang tir O
(=00000000,)) dé&n 127
(=01111111,,)) s& thudc 16p A.

* Viduy:50.14.32.8.



Lop A (Class A)

Byte dau tién nay cling chinh Ia
network id, trir di bit dau tién lam ID
nhan dang |&p A, con lai 7 bit dé
danh tht tv cac mang, ta duoc 128
(=27) mang |&p A khac nhau. Bo di
hai trwong hop dac biét la 0 va 127.
K&t qua la 1&p A chicon 126 dija chi
mang, 1.0.0.0 dén 126.0.0.0.
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Lop A (Class A)

Phan host_id chiém 24 bit, nghia la
co 224 = 16777216 host khac nhau
trong moi mang. Bo di hai truong
hop dac biét (phan host id chira
toan cac bit 0 va bit 1). Con lai:
16777214 host.

Vi du d6i v&i mang 10.0.0.0 thi
nhirng gia tri host hop lé la 10.0.0.1
dén 10.255.255.254.
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Danh 2 byte cho phan network_id va 2 byte
cho phan host_id.

Lo'p B (Class B)

Class B
G 1§} Bl e—
Class B: 0 |NETWORK#| HOSTH

[4
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Lo'p B (Class B)

e Hai bit dau tién cla byte dau tién
phai Ia 10. Dang nhi phan cua octet
nay la 1OXXXxXxXx

* Nhitng dia chi IP c6 byte dau tién
nam trong khoang tir 128
(=10000000,,)) d&n 191
(=10111111,)) s& thudc vé I6p B

e Vidu:172.29.10.1 .



Lo'p B (Class B)

Phan network_id chiém 16 bit bo
di 2 bit lam ID cho |&p, con lai 14
bit cho phép ta danh thu ty
16384 (=2'%) mang khac nhau
(128.0.0.0 dén 191.255.0.0).



Lo'p B (Class B)

Phan host_id dai 16 bit hay cé 65536
(=21°) gid tri khac nhau. Trir di 2
trrong hop dac biét con lai 65534
host trong mot mang |&p B.

Vi du doi v&di mang 172.29.0.0 thi cac
dia chi host hop lé latir 172.29.0.1
dén 172.29.255.254.
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Lop C (Class C)

Danh 3 byte cho phan network_id va 1
byte cho phan host_id.

Class C
€— 8 Bits=—>

NETWCRK NETWORK NETWORK -

Class C: 1 11| 0 |NETWORK#| HOSTH#
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Lop C (Class C)

e Ba bit dau tién cua byte dau tién phai
la 110. Dang nhj phan cua octet nay
la 11OXXXXX

* Nhitng dia chi IP c6 byte dau tién
nam trong khoang tir 192
(=11000000,) dén 223
(=11011111,)) s& thudc vé lép C.

e Vidu:203.162.41.235



Cac lop dia chi IP

Address Class Number of Networks  Number of Host per Network

) 126 16,777,216

B 16, 384 65,935
C 2,087,152 254

D (Multicast) NiA A

IP Address  High Order  First Octet Number of Bits in the
Class Bits Address Range  Network Address
Class A Q G-127° 8

Class B 10 128 - 191 16

Class C 110 192 - 223 24

Class D 1110 224 - 239 23
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Cac lop dia chi IP

IP address class Iadoress rangf

(First Octet Decimal Value)
Class A 1-128 (2000000101 11°110: *
Class B +128-191 (10000000-10171111)
Class G 192-223 (11000C00-11011111)
Class D 224-238 (1100000111011 1)
Class E 240-255 (11°CODO-1 111111
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Dia chi danh riéng

RFC 1918 internal address range
10,0.0.0 to 10.255.2565.255

172.16.0.010 172.31.250.255

192.166.0.0 to 192.168.255.255
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Cac lép diachi IP

198.160.11.16 198.150.11.16 198.160.11.17 198.1£0.11.18 1£8.1560.11.19

TITTTT

198.150.11.1

Network 198.150.11.0

Internet

Network 198.750.12.0 “08.150.121 E1

52 888

198 1601212 1981501213 19815601214 19815012 16 1€B 1601216

Pia chi mang
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Caclép diachiIP

198.150.11.1& 198.150.11.76 198.150.11.17 19€&.

150.11.18

198.150.11.19

TITTTT

Address 198 150 .11.256 |

198.160.11.1 EC

=

T

198.150.1212 198.150.12.13 198.15C.12.14 198.150.12.15 198.150.12.15

Pia chi broadcast
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Cac lop dia chi IP

Lép Byte dau tién
OXXXXXXX
1OXXXXXX
1 10XXXXX
1110xxxX
11110xxx

m OO/ @[> Q

=1.0.0.0 - 126.0.0.0 : Class A.
~127.0.0.0 : Loopback network.
~128.0.0.0 - 191.255.0.0 : Class B.
~192.0.0.0 - 223.255.255.0 : Class C.
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NAT: Network Address Translation

Puoc thiét ké dé tiét kiém dia chi IP.
Cho phép mang n6i bo st dung dia chi IP riéng.

Dia chi IP riéng s& dwoc chuyén doi sang dia chi cong
cdng dinh tuyén duoc.

Mang riéng duoc tach biét va gidu kin IP ndi bo.
Thuong si dung trén router bién ciia mang mot cua.



NAT

Dia chi cuc bo bén trong (Inside local address): bia
chi dwoc phan phoicho cac host bén trong mang ndi bo.

Dia chi toan cuc bén trong (Inside global address):
Dia chi hop phdp duoc cung cap bdi InterNIC (Internet
Network Information Center) hodc nha cung cap dich vu
Internet, dai dién cho mét hodc nhiéu dia chi ndi b bén
trong doi v&i thé gidi bén ngoai.

Dia chi cuc bo bén ngoai (Out5|de local address): Dia
chi riéng clia host nam bén ngoai mang ndi bd.

Dia chi toan cuc bén ngoal (Out5|de global address):
Dia chi cong cdng hop phap cia host nam bén ngoai mang
noi bo.



AT with s 1
VAR Interface: S L)
138.76.28 4 y =
_— - 130.76.29.7
SA=1387E28.4 l BA=1Z87B25T
O =138.76.29.7 [ DA —138.76.28.1
SA = TULL L SA=13876297T
NA=T1ARTR 247 [F rF ? OA=10C010
| Net A
L] 10.0.0.0/8
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NAT

«———phan con lai cla >| mang cuc bd .
Internet (vd: mang gia dinh)
10.0.0.0/24
1(0.0.0.4
7
138.76.29.7 4

Tat ¢ datagram dira khoi mang cuc b6 cac Datagram vdi nguon hodc dich

co cung mot dia chi IP NAT la: trong mang nay cé dia chi 10.0.0/24

138.76.29.7,

vdi cac s6 hiéu cong ngudén khdc nhau



NAT

* Mang cuc bd chi dung 1 dia chi IP d6i vdi bén

ngoai:

— khdng can thiét dung 1 vung dia chi tir ISP:
chican 1 cho tat ca cac thiét bi

— c6 thé thay d6i dia chi cac thiét bi trong
mang cuc bo ma khong can thong bao voi
bén ngoai

— c6 thé thay d6i ISP ma khong can thay doi
dia chi cac thiét bi trong mang cuc bo

— cdc thiét bj trong mang cuc bd khong nhin
thay, khong dinh dija chi ro rang t&r bén ngoai
(tang cuong bao mat)



NAT

Hién thwc: NAT router phai:

— cdc datagram di ra: thay thé (dja chi IP va so
hiéu cong nguon) moi datagram di ra bén ngoai
bang (dia chi NAT IP va sO hiéu cong nguobn
mé’i%

... cacclients/servers & xa sé dUngédia chi NAT IP va
s6 hiéu cong nguon mai) dé nhu dia chi dich

— ghi nh¢ (trong bdng chuyén déi NAT) moi cdp
chuyén daéi (dia chi IP va s6 hiéu cong nguén)
sar)% (dia chi NAT IP va s6 hiéu cong nguon
MmOl

— cdc datagram di dén: thay thé (dia chi NAT IP
va so hiéu cong ngudn mai) trong cac truong
dich cua moi datagram dén v&i gid tri twong
wng (dia chi IP va so hiéu cong ngudn) trong
bang NAT
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2: NAT router
thay doi dia ¢

10.0.0.1, 3345 ->

NAT

bang chuyén doi NAT

dia chi phia WAN dia chi phia LAN

hi tu

138.76.29.7,5001 (g

cap nhat bang

138.76.29.7, 5001 (10.0.0.1, 3345

_—

1: host 10.0.0.1
gui datagram dén
128.119.40.186, 80

S:10.0.0.1, 3345
D: 128.119.40.186, 80

S: 138.76.29.7, 5001
D: 128.119.40.186, 80

: l_

%(0.0.0.4

1/
L

7
138.76.29.7

S: 128.119.40.186, 80
D: 138.76.29.7,5001

" S:128.119.40.186, 80
_D:10.0.0.1, 3345

{4}

19k

3: phan hoi dén dia chi :
dich 138.76.29.7, 5001

4: NAT router

dich tu

thay déi dia chi datagram

138.76.29.7, 5001 -> 10.0.0.1, 3345
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NAT

e Trudng s6 hiéu cong 16-bit:
— Cho phép 60000 két ndi dong thoi chi vai moét dia
chi phia WAN
e NAT con c6 thé gay ra tranh luan:
— cac router chi x&r ly dén 16p 3
— vi pham thoa thuan end-to-end
* nhitng nguoi thiét ké irng dung phai tinh dén kha nang
NAT, vd: &¢ng dung P2P
— sy thiéu thon dia chi IP sé dwoc giai quyét khi
dung IPv6



Mang con

Frasi nrets
Freliuy
1805 0%

e Faalis

g== O

0B, O

=

Pt il

hria Vo gl
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Mang con

TEO. ABD. 1.1 e, =l 33 T
| et T
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Ky thuat chia mang con

 Muon mot so bit trong phan host_id ban dau
dé dat cho cdc mang con

e C4u trdc cua dia chi IP [tc nay sé gdm 3 phan:
network_id, subnet_id va host_id.

£ 2% ®
Metwork =ubneat Host lass A
16 16-x =
e twiark =ubnet Host Class B
24 g-x x
Metwork Subnet | Host | Class ©
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Ky thuat chia mang con

« SO bit dung trong subnet_id tuy thudc vao chién lugc
chia mang con. Tuy nhién sé bit tdi da cé thé muwon
phai tuan theo cong thtrc:

Subnet_id <= host_id - 2
e SO luong bit toi da cd thé muon:
— Lop A: 22 (= 24 - 2) bit-> chia dugc 222 = 4194304 mang
con
— Lé&p B: 14 (= 16 — 2) bit -> chia dwoc 214 = 16384 mang con
— Ld&p C: 06 (= 8 — 2) bit -> chia dugc 2° = 64 mang con
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Ky thuat chia mang con

* SO bit trong phan subnet_id xac dinh s6 lvgng
mang con. Vi soO bit la x thi 2* |a s6 luvgng
mang con co duoc.

* Nguoec lai tir s6 lwong mang con can thiét theo
nhu cau, tinh duwgc phan subnet_id can bao
nhiéu bit. Néu muén chia 6 mang con thi can 3
bit (23=8), chia 12 mang con thi can 4 bit
(24>=12).



Mot s6 khai niém madi

* Dja chi mang con (dia chi duong mang):
gom ca phan network_id va subnet_id,
phan host_id chi chira cac bit 0

* Dja chi broadcast trong mot mang con:
tat ca cac bit trong phan host_id la 1.

« Mat na mang con (subnet mask): tat ca
cac bit trong phan host_id 1a 0, cac phan
con lai la 1.



Quy wdc ghi dia chi IP

* Néu cé diachilPnhw 172.29.8.230 thi
chwa thé biét dwoc host nay nam trong
mang nao, co chia mang con hay khéng
va cé néu chia thi dung bao nhiéu bit dé
chia. Chinh vi vay khi ghi nhan dia chi IP
clia mot host, phai cho biét subnet mask
cua no

e Vidu:172.29.8.230/255.255.255.0 hoac
172.29.8.230/24 (cd nghia la dung 24 bit
dau tién cho NetworklID).



Ky thuat chia mang con

e Thuc hién 3 budc:
—Buaoc 1: Xac dinh 1op (class) va subnet
mask mac nhién cua dia chi.

— Budc 2: Xac dinh sd bit can muon va
subnet mask mai, tinh sé lwvong mang
con, s6 host thuc suw cé duoc.

— Budce 3: Xac dinh cac vung dia chi host
va chon mang con mudn dung
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Bai tap 1

Cho dia chi IP sau: 172.16.0.0/16.

Hay chia thanh 8 mang con va co
toi thi€u 1000 host trén moi
mang con do.



Buwdc 1: Xac dinh class va subnet
mask mac nhién
Giai:
e Pijachitrénviét duwdi dang nhi phan
10101100.00010000.00000000.00000000

e Xac dinh |&p cua IP trén:
— Lép B

 Xac dinh Subnet mask mac nhién:
— 255.255.0.0
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Buwdc 2: SO bit can muon...

» Can muagn bao nhiéu bit:
— N =3, boivi:
— S& mang con c6 thé: 23=8.
— S& host cla moi mang con cd thé:
2(16-3) — 2 =213 _ 2 > 1000.

» Xac dinh Subnet mask mai:

/
— \11111111.111111 6])00000.00000000

> hay 255.255.224.0
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Buwdc 3: Xac dinh vung dia chi host

10101100.00010000.00000000.00000001
Pén
ST 1§ 10101100.0( { 10101100.00010000.00011111.11111111 J
172.16.0.0 172.16.0.1 - 172.16.31.255
172.16.31.254
172.16.32.0 172.16.32.1 - 172.16.63.255
172.16.63.254 A
' \ / 10101100.00010000.001000080.00000001 \
172.16.492.0 be
10101100.00010000.001 1111 NI1I11110
172.16.224\0 ~TI7Z 16224 1= 172.18.255.255 g
172.16.255.254 / n\

\ /
10101100.000[oob@l@ﬂﬂ@@a@@@d@@@@@@@llylll.llllllll \ 163
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Bai tap 2

Cho 2 dija chi IP sau:
192.168.5.9/28

192.168.5.39/28

— Hay cho biét cac dia chi network, host ciia
tung IP trén?

— Cac may trén coé cung mang hay khéng ?

— Hay liét ké tat ca cac dija chi IP thudc cac
mang vua tim duoc?



Dia chi IP th& nhat: 192.168.5.9/28

Chu y: 28 |a s6 bit danh cho NetworkID
bay la IP thudc lop C
Subnet mask mac nhién: 255.255.255.0

IP
(thAép 192 168 5 S
phan) | | | |
P v v v v
(nhi | 11000000 | 10101000 | 00000101 | 00001001

phan)
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Thuc hién AND dia chi IP v&i Subnet
mask

IP

11000000
I

10101000
I

00000101
I

00001001
I

Subnet
mask

}
11111111
|

}
11111111
|

!
11111111

!
11110000

Két qua
AND

v
11000000

v
10101000

v
00000101

v
00000000
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Chuyén IP sang dang thap phan

Kith[;Ja 11ooo|ooo 1o1o1|ooo oooo|o1o1 ooooloooo
! ! ! |
NetID | 192 168 c 3
[000010011
Host ID f\g
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Dia chi IP th hai: 192.168.5.39/28

IP 192 168 5 39
I;’hé?g! 11000000 | 10101000 | 00000101 | 00100111}
SUDNEL | 14199191 | 11111111 | 11111111 | 11110000
Mask

AND | 11000000 | 10101000 | 00000101 | 00100000
Network 197 168 5 32

ID
HostID @l
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Hai dia chi trén c6 cung mang?

192.168.5.9/28
192.168.5.39/28

Net ID

clia dia 192 168 0
chi thr 1

Net ID

clia dia 192 168 32

chi tha 2
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Liét ké tat ca cac dia chi IP

Mang \Vung dia chi
tuong | Vung dia chi HostID vGi dang nhi | HostID v3i
Urng vdi phan dang thap
IP phan
11000000.10101000.00000101.00000001 | 197.168.5.1/28
1 Pén bén

11000000.10101000.00000101.00001110 | 192.168.5.14/28

11000000.10101000.00000101.00100001 | 192.168.5.33/28

2 Pén Pén
11000000.10101000.00000101.00101110 | 192.168.5.46/28
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N

Bai tap 3

Hay xét dén mot dia chi IP class B,
139.12.0.0, v&i subnet mask la
255.255.0.0. M6t Network vdi dia chi
thé nay co thé chira 65534 nodes hay
computers. Day la mot con sé qua dn,
trén mang sé co day broadcast traffic.
Hay chia network thanh 5 mang con.



Buwdc 1: Xac dinh Subnet mask

® PE chia thanh 5 mang con thi can
thém 3 bit (vi 23 > 5).

® Do do Subnet mask sé can: 16 (bits
trwoc day) + 3 (bits maoi) = 19 bits

® PijachilPmdisélal39.12.0.0/19

(d€ y con sb 19 thay vi 16 nhu trudc
day).



Budc 2: Liét ké ID cua cac Subnet mai

Subnet mask
Subnet mask vdi dang nhi phan vGi dang thap
phan

11111111.11111111)11100000.00000000 | 255.255.224.0

P

173




NetworklID ctia bon Subnets mdi

Subnet ID v&i dang nhi phan

Subnet ID vdi
dang thap phan

10001011.00001100.00000000.00000000

139.12.0.0/19

10001011.00001100.00100000.00000000

139.12.32.0/19

10001011.00001100.01000000.00000000

139.12.64.0/19

10001011.00001100.01100000.00000000

139.12.96.0/19

o | bW

10001011.00001100.10000000.00000000

139.12.128.0/19
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Budc 3: Cho biét vung dija chi IP cla

cac HostID

Dang nhi phan Dang thap phan
10001011.00001100.00000000.00000001 139.12.0.1/19 -
10001011.00001100.00011111.11111110 139.12.31.254/19
10001011.00001100.00100000.00000001 139.12.32.1/19 -
10001011.00001100.00111111.11111110 139.12.63.254/19
10001011.00001100.01000000.00000001 139.12.64.1/19 -
10001011.00001100.01011111.11111110 139.12.95.254/19
10001011.00001100.01100000.00000001 139.12.96.1/19 -
10001011.00001100.01111111.11111110 139.12.127.254/19
10001011.00001100.10000000.00000001 139.12.128.1/19 -
10001011.00001100.10011111.11111110 139.12.159.254/19
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Tinh nhanh vung dia chi IP

n — so bit [am subnet

S6 mang con:S=2"

SO gia dia chi mang con: M = 28" (n<8)

Byte cudi cua IP dia chi mang, vi du I&p C: (k-1)*M
(voi k=1,2,...)

Byte cudi cta IP host dau tién, vi du l&p C: (k-1)*M
+1 (v&i k=1,2,...)

Byte cudi cua IP host cudi cung, vi du I&p C: k*M -
2 (v&ik=1,2,...)

Byte cudi clia IP broadcast, vi du I&p C: k¥*M - 1 (v&i
k=1,2,...)



Vi du tinh nhanh vung dia chi IP

» Cho dia chi: 192.168.0.0/24
* V6in=4 > M=16 (= 284) >

— Network 1: 192.168.0.0. Host range: 192.168.0.1—-
192.168.0.14. Broadcast: 192.168.0.15

— Network 2: 192.168.0.16. Host range: 192.168.0.17—
192.168.0.30. Broadcast: 192.168.0.31

— Network 3: 192.168.0.32. Host range: 192.168.0.33—
192.168.0.46. Broadcast: 192.168.0.47

— Network 4:192.168.0.48. Host range: 192.168.0.49—
192.168.0.62. Broadcast: 192.168.0.63
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Bai tap 4

* Cho diachilP:102.16.10.107/12
—Tim dia chi mang con? Dia chi host
— Dai dia chi host cé cung mang vai IP
trén?
— Broadcast ciia mang ma IP trén thudc
vao?



Budc: Tinh subnet mask

* 102.16.10.107/12 =>»

e Subnet mask:
11111111.11110000.00000000.00000000

* Byte dau tién chac chan khi dung phép todn
AND ra két qua bang 102 = khdéng can doi 102
sang nhi phan
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Tra l0i cau hoi 1: Dia chi mang con?

e Xét byte ké tiép la: 16 (10) = 00010000 (2)

* Khi AND byte nay v¢&i Subnet mask, ta duorc
két qua la: 00010000 (2)

Nhuw vay dia chi mang con sé la:

102.16.0.0/12

Nhu vay dia chi host sé la:

0.10.107
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Tra |&i cau hoi 2: Dai dia chi host?
Broadcast?

* Daidia chi host sé tu:

01100110 00010000 00000000 00000001
~ (hay 102.16.0.1/12)

01100110 000111711 1177171717171 1171171110
(hay 102.31.255.254/12)

e Broadcast:

102.31.255.255/12
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Bai tap 5: Cho IP 172.19.160.0/21

* Chialam 4 mang con

 Liét ké cac thong sé gobm dia chi mang, day dia
chi host, dia chi broadcast cua cdc mang con
doé



Giai BT 5

Chia lam 4 mang con nén phai muon 2 bit

Do /21 nén 2 byte dau tién cua IP da cho
khong thay d6i. Xét byte thir 3

160 = 10100000,
Phan 2 bit 00 la noi ta muon lam subnet



Gidi BT 5 (tt)

Xét byte thir 3

Mang con t
Mang con t
Mang con t
Mang con t

(& 1: 10100000,
(& 2: 10100010y,
(& 3: 10100100,

W 4: 10100110,
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BT 5 (tt)

Q)

G

Pia chi mang Dai dia chi host Pia chi broadcast

172.19.160.0 172.19.160.1 dén 172.19.161.255
172.19.161.254

172.19.162.0 172.19.162.1 dén 172.19.163.255
172.19.163.254

172.19.164.0 172.19.164.1 dén 172.19.165.255
172.19.165.254

172.19.166.0 172.19.166.1 dén 172.19.167.255
172.19.167.254
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Bai tap 6: Cho IP 172.16.192.0/18

* Chialam 4 mang con

* Liét ké cac thong s6 gom dia chi mang,
day dia chi host, dia chi broadcast cua cac
mang con do



Giai BT 6

Chia lam 4 mang con nén phai muon 2 bit

Do /18 nén 2 byte dau tién cua IP da cho
khong thay d6i. Xét byte thir 3

Phan 2 bit 00 la noi ta muon lam subnet



Giai BT 6 (tt)

Xét byte thir 3

Mang con t
Mang con t
Mang con t
Mang con t

G 2: 11010000,
G 3: 11100000,

(& 4: 11110000,



Pia chi mang

Q)

Gidi BT 6 (tt)

Dai dia chi host Pia chi broadcast

172.16.192.0

172.16.208.0

172.16.224.0

172.16.240.0

172.16.192.1 dén 172.16.207.255
172.16.207.254

172.16.208.1 dén 172.16.223.255
172.16.223.254

172.16.224.1 dén 172.16.239.255
172.16.239.254

172.16.240.1 dén 172.16.255.255
172.16.255.254
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CHUONG 6: BAO MAT MANG

e Hiéu cac nguyén ly cha bao mat mang:
— mat ma
— chirng thuc
— tinh toan ven
— khéa phan bo
e Bao mat trong thuc té:
— cac firewall

— bao mat trong cac |&p application, transport,
network, data-link



Bao mat mang la gi?

S bao mat: chi cd nguwdi giri, ngudi nhan mdi “hiéu” duoc
nOi dung thong diép
— nguadi gii ma hoa thong diép
— nguwoi nhan giai ma thong diép

Chirng thuc: nguoi gui, ngudi nhan xac dinh la nhan ra nhau

Sy toan ven thong diép: ngudi gii, ngudi nhan mudn bao
ddm thong diép khéng bi thay doi (trén duwdng truyén hodc
sau khi nhan)

Truy cap & tinh san sang: cac dich vu phai cé kha ning truy
cap va san sang doi vdi cac user



Cac doi twong can bao mat

Trinh duyét Web/server cho cac giao dich dién
{

Client/Server ngan hang truc tuyén

DNS servers

Cac router trao doi théng tin cap nhat bang
routing

V.V,



Ké xau cé thé lam nhirng viéc gi?

— nghe lén: ngan chan cac thong diép

— kich hoat chén cac théng diép vao trong két noi

— gid danh: cé thé gid mao dia chi ngudn trong
gdi (hoac bat ky truwdng nao trong do)

— cudp: “tiép tuc” két ndi hién hanh nhuwng thay
nguoi gii hoac nguwoi nhan bang chinh ho

— ttr choi dich vu: dich vu hién tai bi nguoi khac
dung (déng nghia qua tai)

— V.V



Cac nguyén ly ma héa

?akhéa md @ khéa md
4 Cua Alice K cua Bob [
B s Y
_ i
a CIEIRUTTAN van bin goc
oo ~ —

Hacker

khoa d6i xtrng: khoa bén giri va bén nhan gidng nhau
khoa cong cong: khda ma chung, khda giai ma bi mat (riéng)

194



Ma hoa khoa do1 xing
mat ma thay thé: thay th& nay thanh th
khac
— m3a hoéa ky tu don: thay thé tirng ky tu mot

vdn ban géc: abcdefghijklmnopgrstuvwxyz

|

van ban dia ma hdéa: mnbvcxzasdfghjklpoiuytrewqg
vidu! v&n ban gbc: Bob. i love you. Alice
md héa thanh: nko. s gktc wky. mgsbc
e Bé khda kiéu m3 hda don gian nay dé khong?

2 brute force (khé nhuw thé nao?)
2 khac?
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M3 hda khoéa doi xtng: DES

DES: Data Encryption Standard

e Chuan m3 hda cdia Hoa Ky [NIST 1993]

* Khoa doi xtrng 56-bit, van ban gdc vao 64-bit

* Bao mat trong DES nhu thé nao?
— chua cd cach tiép can “backdoor-clra sau” dé giai

m3

e |am cho DES bao mat hon:
— dung 3 khda tuan tu (3-DES) trong moi datum
— dung co ché lién két khoi ma



Ma hoa khoa doi
xurng: DES

— DES hoat dong

&4-bit inpul

peimute

| u

1
fL1R1LKTD 4

56bit key

AB-bit K1

L2

| r2
;

ABbit K2

+
(12,R2,K2) )
R3

L3

48hit K16

permute

| 64t ouput |
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AES: Advanced Encryption Standard

Chuan NIST khéa doi xibng mdi (thang 11-
2001) thay thé cho DES

Dt liéu x& ly tirng khoi 128 bit
Cac khoa 128, 192 hoac 256 bit

Giai m3 brute force (thir sai) ton 1s vdi DES,
ton 149 ty ty nam vai AES



Ma hoa khda cong cong

khoa doi xirng

e yéu cau nguoigui,
ngwoi nhan phai
biét khda cong cong

e Lam sao biét khoa
cong cong do trong
|lan dau tién (dac
biét v&i nhirng
ngwoi chua bao gio
gap truoc)?

Ma hoa khoa cong cOng

7 ti€p can khdc hoan toan

7 nguwoi gli, ngwoi nhan
khong chia sé khda cong
cong

[ khoa cong cong cho moi
nguwoi déu biét

3 khda giai ma riéng chi cé

nguwoi nhan biét

- - 4+
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Giai thudt ma hda khda cong cong
Yéu cau:
(1) can K () va K (.)phusau:
K (K (m) = m
B B

@ cho khda céng congK , Eéhéi khéng thé
tinh toan ra dugc khoa riéng K

B

giai thuat RSA: Rivest, Shamir, Adelson
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Suv chirng thuc

Muc tiéu: Bob mudn Alice “chirng thwc” nhan
dang cta c6 doéi vdi anh ta

MO ta cachthirc hién thuc: Alice ndi “Toila Alice”

That bai s& xay ra??
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Sv toan ven

e Chit ky so: Kj thuat ma hoa tuong tu nhu cac chir

ky bang tay.

— ngudi gri (Bob) danh dau (s6 hda) tai liéu, thiét
ldp thuoc tinh 13 nguoi s hiru/tao lap tai liéu.

— co thé kiém tra, khong thé l[am gia: ngudi nhan
(Alice) c6 thé chirng thuc véi nguwdi khac la chi co
Bob chir ngoai ra khdng cé ai (ké ca Alice) da ky
trén tai lieu do.
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Chit ky s6 don gian cho théng diép m:

Chir ky so

* Bob ky m bang cdch ma hda vai khéa riéng cta anh ay
Kg, tao thong diép “da duoc ky”, Kz(m)

thong diép cua Bob, m

Dear Alice

Oh, how | have missed
you. | think of you all the
time! ...(blah blah blah)

Bob

o - khéda riéng cua
::KB Bob

\ 4
giai thuat ma
e g N0a khoa cOng B
cong

Kg(m)

théng diép cua
Bob la m, da ky
(ma hoa) vai khoa
riéng cla anh ay
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Chir ky so (tt)

* Gia str Alice nhan dugc m, vdi chit ky s6 hda 1a Kg(m)

* Alicekiém tram d3 duwoc ky béi Bob bang cach dp dung khéa
cong cong cla Bob |a Kz cho Kg(m) sau @6 ki€mtra Kz(Kg(m) )
=m. + -

* NEéu KgtKz(m) ) = m, batck ai d3 ky m phaidung khoda riéng
cua Bob

Alice kiém tra:
v’ Bob d3 ky m.
v' Khéng cé ai khac da ky m.
v Bob d3 ky m va khéng ky m’.
Khéng thé phd nhan:

v’ Alice c6 thé gittr m va chit ky Kz(m) dé chirng thuc
rang Bob da ky m.



Phan loai thong diép

thong diép

Tinh toan cac thong diép dai

c6 chi phi dat l

Muc tiéu: “dautay” s6 hdacd H(m)
kich thuwdc c6 dinh, dé tinh  Cac dic tinh ham bam:
toan duorc e nhiéu-mot

’ épd’ung hz‘ambérAnHvé?o * sinh raphan loaithéng diép
m, tinh dugc phanloai kich thuwdc ¢ dinh (“dau
thong diép kich thudc co tay”)
dinh, H(m).

 cho phanloaithéng diép x,
khéng thé tinh todn dé tim
m dung x = H(m)
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Khda phan bo va chirng chi

Van dé khda doi xirng:

e Lam thé nao 2 thyc thé cung
thiét 1ap khda bi mat trén
mang?

Giai phap:

* Trungtam phéan bd khda (key
distribution center-KDC) duwoc
tin cay — hoat dong trung gian
gitta cac thyc thé

Van dé khda céng cong:

* KhiAlice |y dwoc khda
cong cOng cua Bob (tw
web site, email, dia) lam
sao biét khda cong cong
cua Bob chr khong phai
cua Hacker?

Giai phap:

* noicap chirng chi
(certification authority-
CA) duoc tin cay
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Cap chirng chi

e Certification authority (CA): gan két khda cdng cong vai
thyc thé E nao doé.
* E (nguoi, router) dang ky khéa cong cong cua ho vai CA.
— E cung cap “bang chirng dé nhan dang” cho CA.
— CAtaora chingchirangbudcE vdi khda cong cong cua no.
— chirng chi chira khda cong cong cta E duoc ky s6 bdi CA — CA noi
“day la khda cong cong cua E”

khoa cong cong @?

K
B
cua Bob K

khéa i@ Chung chi cho khéa

thong tindé ... K N - o Bob
nhan dang Bob (= .f., s‘f : CA “NCA conhg cong C,ua 0D,
ky boi CA

]
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M6 ta chirng chi

+S4 th tv (duy nhat)

¢ thong tin vé ngu’@ chirng chi@n gidi thuat

va chinh gid tri khda (khong hién thira)

thong tin vé nguoi
e EIL A Corification Aulhurily  Pelscape - %) Pha,T hénh Chﬁ’ng
chi

this Certificate belongs to: Ihis Certificate was issued by

A8a | Puaklic Pimary Ceificabnn i 'Aasa | Fihlic Prmary Certificabinn . ) ,
Aulbiily Aalhunly ] ngay k|ém Tr'a 1‘|nh
varsigr, ec. Warisigr, no.

L L5 : hO’p |
—p || Svrial Humbers D0 CCES YFG6FO:DF B 305 FE:22,AT; B3 72 A8, 55 ‘ :

1his Certificate is valid from Sun Jan 28, 1990 to 1oe Aug UL, 2028 ~ / AA LN S
Certiflcate Fingeamrint? O ChlI ky SO bO’l n9u0|

D7:60:S8.ETi5F D50 TEEANDETITIo0 B phéT h&nh chfrng

B ———

Thiz Certiicate bonnns tooa Srctifvng &cbhorsy — Chi
T Aczepk this Letficate Audrority for Lertifyirg netweok zizes
¥ arcepk this Cedtficare authocity foo Certfvirg & mazil users

arcent tin Setficatn Authadity for Cortfying cofoware dovelnpom

— wiarn bzfore sending cata o sitzs certfec by this avthorizy

a4 AT e
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Chudng nhé?
ho’p Ié
Xa@b@g‘hu’ il & con gld‘—’HLI’C
.. Y obaimip i o
TO chuc chimg : :

chap nhan dé ng |,

0 chung nhan
Xac thuc chung nhén
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S& dung chirng chi

,ﬂfghd’ng nidayis bi HUY ;.
CA a0 25/3/2009 3:10:22
Can chifig thue V5

R . Xac thuc gy ChUg g = S
\" j HONCh A i

....... o

Khda bi mat bi
BE !
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Cac Firewall-Twong ltra

—firewall

c6 1ap mang ndi bod chia td chirc vdi Internet, cho phép
mot s6 gdi duoc truyén qua, ngan chan cac gdi khac

B =
| ma?ng d.a duoc = InAterneAt
quan tri congcong

firewall
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Firewall: Tai sao phai dung?

> Ngan chdn cac cudc tan cong tir chdi dich vu Denial Of
Service (DoS):
O SYN flooding: ké tdn cong thiét 1ap nhiéu két ndi TCP “a0”,
khéng con tai nguyén cho cac két ndi “that”
> Ngan chan viéc sira d6i/truy cap bat hop phap cac dir
liéu nOi bo.
O Vidu:ké tdn cong thay thé trang chd cda CIA bangtrang nao dé
> Chicho phép cac truy cap hop phap vao bén trong
mang (tdp hop cac host/user dugc chirng thuc)
> 2 kiéu firewall:
O muc ing dung
O locgditin
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Cac gbi dén sé duoc

phép vao? Cac goi
chuan bj ra cé duoc
phép khong?

* mang ndibd két ndi vdi Internet théng qua router firewall
* router loctirng gdoi mot, xac dinh chuyén ti€p hodc bd cac
goi dya trén:
— dia chi IP ngudn, dia chi IP dich
— cdac s6 hiéu port TCP/UDP nguén va dich
— kiéu théngdiép ICMP
— cac bit TCP SYN va ACK



Loc goi tin

e Vidul:chancacdatagramdén va di vdi truong giao
thirc IP = 17 va port ngudn hodc dich = 23.
— Tat ca cac dong UDP dén/di va cac két ndi telnet déu
bi chan lai.
e Vidu2:chancacdoan Block TCP v&i ACK=0.
— Ngan chan cac client bén ngoaitao cac két ndi TCP vdi

cac client bén trong, nhung cho phép cac client bén
trong két ndi ra ngoai.
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Céc L]Jng dung gateway phién telnet tur

phién telnet tu gateway dén host

host dén gateway
3 "

[/

* Loccacgoditréndir liéu irng
dung ciing nhu cac trwong
IP/TCP/UDP.

* Vidu:cho phép chon cac user
bén trong dugc telnetra
ngoai.

router va loc

1. yéu cau tat ca cac user phai telnet théng qua gateway

2. v&icac user da duoc cap phép, gateway thiét |ap két ndi vdi host
dich. gateway tiép van dit liéu giita 2 két noi.

3. Routerlocva chdn tat ca cac két ndi telnet khdng xuat phat tw
gateway.



Cac han ché cla cac firewall va gateway

° gia mao IP: router khdng  « cac loc thudng dungtat ca
thé bi€t dir liéu cd thuc sy hodc khdng cé chinh sach

dén tir nguon tin cay hay nao danh cho UDP
khong e sy can bang: mirc do
* néu nhiéung dungcan truyén thdng vdi bén
doi x&r dac biét, moi cdi s& ngoaiva sy an toan
hitu gatewayriéng... e nhiéu site baové miec cao
 phan mém client phai biét van phai chiu dung su tan
cach tiép xuc voi gateway. cong

— vidu: phaithiét 1ap dia chi
IP cla proxy trongtrinh
duyét Web



Cac loai tan cong va cach phong
chong

Phuwong thirc:

— Trudc khi tdn cong: hacker tim hiéu cac dich vu d3 hién
thuc/hoat dong trén mang

— DUng ping dé xac dinh cac host nao cé dia chi trén mang

— Quét port: lién tuc thir thiét 1ap cac két ndi TCP v&i moi
port (xem th& chuyén gi xay ra)

Bién phap doi pho?
— Ghi nhanluu théng vao mang

— Quan tam cac hanh vi nghi ngo (cac dia chi IP, port bj quét
lién tuc)



Cac mobi de doa bao mat Internet

Packet sniffing: Nehe ngong goi

— NIC promiscuous (hon tap) doc tat ca cac goi

chuyén qua nd

— CO thé doc tat ca cac dit liéu dwoc ma hda (nhu

mat khau)

— Vidu: C nghe ngdng cac goi cua B

@C

,u

src:B

dest:A

payload

i
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Cac madi de doa bao mat Internet

Packet sniffing: Bién phap dbi pho

— Tat ca cdc host trong to chirc chay phan mém
kiém tra dinh ky xem host cé & ché d6
promiscuous

— 1 host moi doan cla phuwong tién truyén thong

src:B payload
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Cac mobi de doa bao mat Internet

|P Spoofing (gia mao IP):

— Cé thé sinh ra cac goi IP “thd” truc tiép tir ng
dung, gan gia tri bat ky vao trwong dia chi IP nguén

— Bé&n nhan khdng thé xac dinh ngudn bij gid mao
— Vidu: CgiamaolaB

‘g

«——Src:B|dest:A| [payload
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Cac mobi de doa bao mat Internet

IP Spoofing: loc quyén vao

— Router sé& khdng chuyén tiép cac gdi di voi
trwong hop cac dia chi nguén khong hop 1é

— Tuyét voi, nhung loc nhu thé khéng thé ap
dung cho tat ca cdc mang

‘g

<«—i\SIC:B|dest:A
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Cac madi de doa bao mat Internet

Denial of Service (DoS):

— Gay ra “ngap lut” bang cac gdi sinh ra b&i y do6 xau
cho bén nhan

— Distributed DOS (DDoS): nhiéu nguén phdi hop
lam “ngap lut” bén nhan

— Vidu: Cvacac host & xa tan cong SYN A

‘g
IVSYN

SYN SYN

SYN
SYN
I 222




Cac mdi de doa bao mat Internet

Denial of Service (DoS): Bién phap doi ph6?

— Loc ra truwdce cac goi dung lam “ngap lut” (vi du:
SYN)

— Theo ddi nguoc lai ngudn gay ra “ngap lut” (co
ché giong may phat hién ndi doi cua MY)

‘g
I_SYN

SYN SYN

SYN
SYN
I 223




Bao mat e-mail

] Alice mudn gti 1 e-mail bi mat, m, dén Bob.
Ks &

Ks(m )

m —> Ks(9 _1
i E)*@' Internet
s = Ke(3 Ka(Ks )

KE g
Alice: Bob:
O sinh ra khoa riéng ddi xrng ngau 0 dungkhda riéng clia anh ay dé giai
nhién, K. ma va phuc héi K
0 ma hoathéngdiép vai K 0 dungKs dé gidi ma Ks(m) va phuc hoi
O cling ma hoa K vai khéacongcong | | m
cua Bob.
O guri ca K¢(m) va Kg(Ks) cho Bob. 204




Bao mat e-mail

> Alice mudn cung cap s toan ven théng diép chilrng
thire nguwr Qi guvi.

m

» Alice ky s6 trén thong diép.
> gui ca thong diép (dang rd rang) va chit ky so.

@?DKZ : K% 1@‘?’5’
=1 Ka(H(m)) Ka(H(m)) [+
m—s H() HKa(? 1 I—»KA(-) —f(m
GTD%* Internet A?;EQ compare . :t;n
m H(s) _TH(m)




Bao

mat e-mail

e Alice mudn cung cap su toan ven thong diép chirng thuc
nguoi gui = su bi mat
@?ﬂKZ I

{

m—> H(s) H

Ka(®

!

GHM) ¢ o

\

£ —

Ks( 9' _l

]

gl

t
KE'@EED

&

=P Internet

Alice dung 3 khoa: khda riéng ciia cb ay, khda céHng cdng cla
Bob, khéa doi xirng vira mdi tao
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Pretty good privacy (PGP)

Chuan trén thycté dé md hda st thong diép d3 duoc ky bing PGP

email Internet.

Dung ma hda khda doi xirng,
khda cong cong, ham bamva
chit ky s6 nhw da trinh bay &
trudec.

HO trg dong nhat, chirng thuc
nguoi gui, bi mat

Nguoi phat minh: Phil
Zimmerman.

-——-BEGIN PGP SIGNED MESSAGE-—--
Hash: SHA1

Bob:My husband is out of town
tonight.Passionately yours, A

-——-BEGIN PGP SIGNATURE---

Version: PGP 5.0

Charset: noconv

vhHIJRHhGJIGhgg/12EpJ+108gE4vB3mgJ
hFEvVZP9ton7GombGw?2

-——-END PGP SIGNATURE---




Secure sockets layer (SSL)

e Bao matldp transport vaoi * Chungthuec server:
bat ky ng dung nao dua — Trinh duyét cho phép SSL

A . ST chlra cac khoa cong cong
’;rSeLn TCP dung cac dich vu cho cac CA duoc tin cay

— Trinh duyét yéu ciu chirng
« Dung gilta trinh duyét chi server, phat ra b&i CA
Web, cac server trong duoctin cay

h | i ) — Trinh duyét dung khoa
thuong mai dien tu cong cdng ciia CA dé trich

e Cacdichvu bdo mat: ra khoa\cong}cong cla
server tu chirng chi

e Kiém tratrong trinh
duyét cia ban dé thay
cac CA duoc tin cay

— Chung thuc server

— Ma hoéadir liéu

— Ching thuc client (tuy
chon)
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SSL (tt)

Ma hda phiénlam viéc SSL : .

 Trinh duyétsinhra khoa
phién déi xirng, ma hda nd
v&i khda cong cong cua
server, gii khoa (d3 ma hoa)
cho server.

* Dung khdariéng, server giai e
ma khoa phién

* Trinh duyét, server biét khda
phién
— Tat ca dir liéu glri vao trong TCP

socket (do client hoac server)
duoc ma hda boi khoa phién.

SSL: co s& cua IETF

Transport Layer Security
(TLS).

SSL cé thé dung cho céc
ung dung khéng Web,
nhu IMAP.

Chirng thuc client cé thé

hoan thanh vai cac chirng
chi client



IPSec: bao mat I&p Network

 Bao matldp Network: e V@&icd AHva ESP, ngudn —dich
— host glti ma héa dit liéu trong bat tay nhau:
IP datagram — taokénh logicldp network goi
— cacdoan TCP & UDP:; cac la m@t security association
thong diép ICMP & SNMP. (SA)

« Ching thuc&p Network: Moi SA theo 1 chiéu duy nhat
— hostdich c6 thé ching thye  ©  duy nhatxacdinh boi:
dia chi IP ngudn — giao th&rc bdo méat (AH hoac
ESP)
— dia chi IP ngudn
— 1D cla két ndi 32-bit

e 2 gjaothlrcco ban:
— authentication header (AH)

— encapsulation security
payload (ESP)
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Giao thiuc AH

H6 tro chirng thuc ngudn, AH header chira:
toanven ditliéu, khdngtin « Nhan dang két noi

cay  D{tliéuchirng thuc: thong

AH header duogc chen vao diép da duoc ky tir ngudn
gitra IP header, truong dir duwoc tinh todn dya trén IP
ligu. datagram goc

Truwong giao thie: 51 « Truong header ké tiép: xac
Trung gian xt ly cac dinh kiéu cda dir liéu (vd: TCP,

datagram nhu binh thuwong UDP, ICMP)

IP header dit liu (vd: TCP, UDP, ICMP)
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Giao thirc ESP

H6 tr0’ tOén ven dCI’|Iéu, ° Tru’c‘yng Chulng thu’c ESP
ching thue host, tinh bi twong ty nhu clia AH
mat * Protocol = 50.

Ma hoa di¥ liéu, ESP trailer

Truwong header ké ti€p nam
trong ESP trailer.

-dd chung thuc
- dd md héa

ESP | ESP ESP
IP header TCP/UDP segment trailer  authent
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Bao mat IEEE 802.11

* Khao sat:
— 85% viéc st dung ma khong cé ma hda/chirng
thuc
— Dé dang bi phat hién/nghe ngdng va nhiéu loai
tan cong khac!
e Bao mat 802.11
— Ma hoa, chirng thuc
— Thir nghiém bao méat 802.11 dau tién |a Wired
Equivalent Privacy (WEP): cé thiéu sot
— Th& nghiém hién tai: 802.11i



Wired Equivalent Privacy (WEP):

* Chungthuwe nhu trong giao thirc ap4.0
— host yéu cau chirng thuc tlr access point
— access pointgui 128 bit
— host m3 héa dung khda doi xirng chia sé
— access pointgiai ma, chirng thuc host

e Khdngcd co ché phan bd khoa

* Ching thuc: chi can biét khda chia sé



Wi-Fi Protected Access (WPA)

* Hai st cai tién chinh so v&i WEP:

— M3 hoa di liéu cdi tién théng qua giao thirc
Temporal Key Integrity Protocol (TKIP). TKIP
scrambles key st? dung thuat toan hashing va
bang dac tinh kiém tra s6 nguyén, dam bao
rang Key sé khong bi gia mao.

— Chtrng thwre ngrQi dung, thong qua EAP.

« WPA la tiéu chuan tam thdi ma sé dworc
thay thé vOi chuan IEEE 802.11i



802.11i: cai tién suw bao mat

R4t nhiéu (va chac chan hon) dang m3 hda cé
thé

* HO trog phan bd khéa
* Dung ching thuc server tach riéng khoi AP



EAP: Extensible Authentication Protocol

* EAP dugc guri trén cac “link” riéng biét
— mobile-dén-AP (EAP trén LAN)
— AP dén server chirng thwc (RADIUS trén UDP)

network

« Wl f_m I =
g wired
/
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